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The seal on this examination paper must only be broken by the candidate at the time of the examination. 

Under no circumstances should a candidate use an unsealed examination paper. 

Under no circumstances should you, the candidate, use an unsealed examination paper.  
This examination consists of 20 multiple-choice, and 6 short-answer  questions. 
The exam is worth 40 marks, with a Pass being 24 marks, Merit 28 marks, and Distinction 32 marks. 
The duration of this examination is 60 minutes. 
You are NOT allowed any assistance to complete the answers. 
You must use a pencil to complete the answer sheet - pens must NOT be used. 
When completed, please leave the examination answer sheet (EAS)  on the desk. 

EXAMINATION ANSWER SHEET (EAS) INSTRUCTIONS:  
For each question, fill in ONE answer ONLY. 
If you make a mistake, ensure you erase it thoroughly. 
You must mark your choice of answer by shading in ONE answer circle only. 
Please mark each choice like this: 

EXAMINATION ANSWER BOOKLET INSTRUCTIONS  
Please carefully read the examination questions and clearly write your answers in the 
Examination Answer Booklet provided. 

All candidates MUST sign the Examination Answer Sheet (EAS) in the bottom 
right-hand corner of the page before leaving the examination room. 
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1

The most appropriate choice for a class B system 
on a conventional mainline railway is: 

A. the train protection and warning system
(TPWS)

B. communication-based train control (CBTC)

C. the European train control system (ETCS)

D. automatic train protection (ATP)

2

The EU directive that prescribes the use of the 
Common Safety Method (CSM) is: 

A. EU 2016/799

B. EU 2016/798

C. EU 2016/788

D. EU 2016/789

3

If a location has a circuit with a current 
consumption of 8A, which of the following fuses 
would be most appropriate for circuit 
protection? 

A. 5A

B. 8A

C. 10A

D. 15A

4

The test method that confirms installed cables 
are connected between 2 terminals as per the 
signalling design is: 

A. an insulation resistance test

B. a continuity test

C. a polarity test

D. a visual check

5

Which tool would be most useful when comparing 
installed interlocking data with the tested interlocking 
data? 

A. Data CISR

B. Document transmittal

C. Data labels

D. Checksum

6

According to the rail standards and safety board 
(RSSB), the main benefit of remote condition 
monitoring is that it: 

A. lowers maintenance costs

B. provides visibility of asset data

C. mitigates the manual checking of live tracks

D. contributes to the digital twin

7

What would be the most suitable method of 
preventing electromagnetic interference on new 
telecommunication equipment? 

A. Apply shielding

B. Remove the interference

C. Create a new interference

D. Generate a clean voltage

8

What is the maximum operational speed of the 
European train control system (ETCS)? 

A. 200km/h

B. 300km/h

C. 400km/h

D. 500km/h
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9

In the business information modelling (BIM) 
environment, the name given to the repository 
for command, control and communication 
project documentation is the: 

A. common data environment (CDE)

B. file storage system (FSS)

C. central information store (CIS)

D. electronic baseline system (EBS)

10

Which of the following is considered to be the 
last phase of the command, control and 
communication lifecycle? 

A. Testing and commissioning

B. Decommissioning

C. Operation and maintenance

D. Verification

11

Which grade of automation (GOA), is applicable 
to driverless trains? 

A. GOA1

B. GOA2

C. GOA3

D. GOA4

12

In the seven-layer open systems interconnection 
(OSI) model, which layer describes the function 
of transport? 

A. Level 1

B. Level 2

C. Level 3

D. Level 4

13

Under the common safety method for risk evaluation 
and assessment (CSM-RA), who is responsible for 
considering the impact of a change? 

A. The proposer

B. The notified body

C. The designated body

D. The assessor

14

The most appropriate safety integrity level for a depot 
interlocking is: 

A. 0

B. 2

C. 4

D. 6

15

The correct order of phases within the signalling 
lifecycle is: 

A. feasibility, detailed design, commissioning,
operations

B. detailed design, feasibility, commissioning,
operations

C. feasibility, commissioning, detailed design,
operations

D. feasibility, detailed design, operations,
commissioning
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16

Configuration management tools can help in the 
deployment of a new system by providing: 

A. a platform to undertake testing of the
system

B. an interpretation of the design standards
required to complete the system

C. traceability of the components in the system

D. a calculation of the resources required to
implement the system

17

Which of the following cable types would be 
most suitable for data transmission in a high 
interference area? 

A. Copper

B. Fibre optic

C. Aluminium

D. Steel

18

An increase in cable length due to a diversion 
can result in failing equipment. The resulting 
failure can best be described in: 

A. millivolts per ohm per metre

B. milliwatts per ampere per metre

C. milliohms per ampere per metre

D. millivolts per ampere per metre

19

New or renumbered sheets of a location design 
can be found in the: 

A. design log

B. approval issue record (AIR) sheet

C. design metadata

D. title block

20

Which of the following is a transport protocol? 

A. Peer-to-peer (P2P)

B. Hypertext transfer protocol secure (HTTPS)

C. User datagram protocol (UDP)

D. Transmission control protocol (TCP)
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Short Answer Questions  

The Clapham Junction incident in 1988 highlighted the need for process changes and how health and safety 
must be embedded into command, control and communication systems to ensure train movements are safe, 
efficient and economical. 

21

Describe 4 factors that affect the calculation of a trains safe stopping distance. 

(4 marks) 

22

Describe 3 factors that contributed to the Clapham Junction incident and subsequently led to improvements in 
health and safety. 

(3 marks) 

23

Describe 3 methods that can be utilised in the design of a signalling system to prevent wrong-side failures. 

(3 marks) 

Great Britain’s railways are an essential part of the country’s national infrastructure and identified as critical. 
Due to the increasing use of digital technologies to improve reliability, efficiency, capacity and the overall 
customer experience, the industry must develop cyber security practices to ensure the security of the network. 

24

Describe 3 impacts of a cyber-attack on the railway. 

(3 marks) 

25

Describe the rail industry’s 4 key strategy principles as stated in the rail cyber security strategy. 

(4 marks) 

26

Apart from cyber security, describe 3 typical security issues with the railway. 

(3 marks) 
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