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How to use this EPA kit 

 
Welcome to the Highfield end-point assessment kit for the Level 4 High-Speed Rail and 

Infrastructure Advanced Technician (Command, Control and Communication) 

Apprenticeship Standard. 

Highfield is an independent end-point assessment organisation that has been approved to 

offer and carry out the independent end-point assessments for the Level 4 High-Speed Rail 

and Infrastructure Advanced Technician Apprenticeship Standard.  Highfield internally 

quality assures all end-point assessments in accordance with its IQA process. Additionally, 

all end-point assessments are externally quality assured by the relevant EQA organisation. 

The EPA kit is designed to outline all you need to know about the end-point assessments 

for this standard and will also provide an overview of the on-programme delivery 

requirements.  In addition, advice and guidance for trainers on how to prepare apprentices 

for the end-point assessment is included.  The approaches suggested are not the only ways 

in which an apprentice may be prepared for their assessments, but trainers may find them 

helpful as a starting point.  

 

 

Key facts 
 
Apprenticeship standard:  High-Speed Rail and Infrastructure Advanced 

Technician (Command, Control and 
Communication Pathway) 

Level:  4 
On-programme duration: Typically 36 months 
End-point assessment window: Maximum of 3 months 
Grading: Pass/merit/distinction  
End-point assessment methods:  Knowledge test, practical observation and 

professional discussion  
 

 

 

 

 

 

 

 

 

 



CCC v2.0 
ST0528/AP01 4  

 

In this kit, you will find: 

• an overview of the standard and any on-programme requirements  

• a section focused on delivery, where the standard and assessment criteria are 

presented in a suggested format that is suitable for delivery 

• guidance on how to prepare the apprentice for gateway 

• detailed information on which part of the standard is assessed by which 

assessment method 

• suggestions on how to prepare the apprentice for each part of the end-point 

assessment  

• a section focused on the end-point assessment method where the assessment 

criteria are presented in a format suitable for carrying out ‘mock’ assessments 
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Introduction 
 

Standard overview  
 

This Level 4 High Speed Rail and Infrastructure Advanced Technician Apprenticeship has 

been designed by industry for apprentices employed in a wide variety of different rail 

organisations that are engaged in the planning, construction and operation of high-speed 

rail projects. The standard aims to address a skills shortage identified during the initial 

construction and operation of this major infrastructure development in the UK.  

On-programme requirements  
 

Although learning, development and on-programme assessment is flexible and the 

process is not prescribed, the following is the recommended baseline expectation for an 

apprentice to achieve full competence in line with the High Speed Rail and Infrastructure 

Advanced Technician standard. 

The maintenance of an on-programme record is important to support the apprentice, on-

programme assessor and employer in monitoring the progress of learning and 

development and to determine when the apprentice has achieved full competence in their 

job role and is ready for end-point assessment. The on-programme assessment log is not 

a portfolio of evidence, but a record of what the apprentice can do following periods of 

training, development and assessment. A minimum of one meeting every 2 months is 

recommended to show ongoing competence across the entire standard. Once the 

apprentice is deemed competent, the relevant section(s) of the standard should be signed 

off by the on-programme assessor and employer. 

During the last 6 months, the apprentice will complete a 4,000-word work project based 

on their specialism to support their progress through gateway and to support their 

professional discussion.  

There are no mandatory qualifications for this standard, however, employers may wish to 

include relevant qualifications to help structure the on-programme delivery. 
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Readiness for end-point assessment  
 

For an apprentice to be ready for the end-point assessments:   

• they must have successfully achieved Level 2 English and maths. 

 

• the employer must be confident that the apprentice has developed all the 

knowledge, skills and behaviours defined in the apprenticeship standard. To 

ensure this, the apprentice must attend a formal gateway meeting with their 

employer to complete the gateway readiness report. This meeting should be 

attended by the apprentice and relevant people that have worked with the 

apprentice on-programme, such as the line manager, on-programme 

trainer/training provider and/or a senior manager (as appropriate to the business).  

 

• the apprentice will bring their completed on-programme work project for the 

employer to review and use as a basis for deciding whether the apprentice is ready 

for the end-point assessment. This project is completed on-programme and is 

related to the apprentice’s specialist option. The project, which will have a word 

limit of 4,000 words, will include appropriate work-related material such as 

reports, schematics, images, photographs and feedback. 

 

• the apprentice, employer or training provider should complete the Scenario 
Allocation Form information and submit this to Highfield at Gateway.  
 

• the apprentice and the employer should then engage with Highfield to agree a plan 

and schedule for each assessment activity to ensure all components are completed 

within a 3-month end-assessment window. Further information about the gateway 

process is covered later in this kit.  

 

Order of end-point assessments  
 

The order of end-point assessment will be as follows: the knowledge test, the practical 

observation and finally, the professional discussion. 

 

 

Click here to return to contents 

 



CCC v2.0 
ST0528/AP01 7  

The Highfield approach 

 
This section describes the approach Highfield has adopted in the development of this end-

point assessment in terms of its interpretation of the requirements of the end-point 

assessment plan and other relevant documents. 

Documents used in developing this end-point assessment 

Standard (2017) 

https://www.instituteforapprenticeships.org/apprenticeship-standards/high-speed-rail-

and-infrastructure-technician/ 

End-point assessment plan (2017 ST0528/AP01) 

https://www.instituteforapprenticeships.org/media/1460/high-speed-rail-assessment-

plan.pdf 

 

Practical observation 

Where it is identified that simulation is the most appropriate means of assessment, this 

will be planned in advance. Simulation may be required to ensure the apprentice is not 

disadvantaged when naturally occurring evidence cannot be gathered during the 

observation time. Simulation may also be required where access to an apprentice’s 

workplace may not be permissible due to any regulatory, health and safety or compliance 

issues. In this context, simulation is intended to be either: 

• the use of technology such as virtual or augmented reality to allow the apprentice 

to demonstrate competence in required tasks such as rolling stock repair and 

maintenance, track repair and maintenance or in safety critical situations 

• working with real industry equipment to address simulated issues, for example, 

fault finding using real bogies, where the fault is simulated 

 

 

 

Click here to return to contents 
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Gateway 
 

How to prepare for gateway  
 

After apprentices have completed their on-programme learning, they should be ready to 

pass through ‘gateway’ to their end-point assessment.  

Gateway is a meeting that should be arranged between the apprentice, their employer 

and training provider to determine that the apprentice is ready to undertake their end-

point assessment. The apprentice should prepare for this meeting by bringing along work-

based evidence, including:  

• 4000-word on-programme work project 

• reports 

• schematics 

• photographs/images 

 

As well as evidence from others, such as:  

• mid and end-of-year performance reviews 

• feedback to show how they have met the apprenticeship standards while on-

programme 

In advance of gateway, apprentices will need to have: 

• achieved level 2 English 

• achieved level 2 maths 

• completed the written submission form to accompany their work project 

• completed the scenario allocation form  

Therefore, apprentices should be advised by employers and providers to gather this 

evidence and undertake these qualifications during their on-programme training. It is 

recommended that employers and providers complete regular checks and reviews of this 

evidence to ensure the apprentice is progressing and achieving the standards before the 

formal gateway meeting is arranged. 
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The gateway meeting 
 

The gateway meeting should last around an hour and must be completed on or after the 

apprenticeship on-programme end date. It should be attended by the apprentice and the 

relevant people who have worked with the apprentice on-programme, such as the line 

manager/employer or mentor, the on-programme trainer/training provider and/or a 

senior manager (as appropriate to the business).  

During the meeting, the apprentice, employer and training provider will discuss the 

apprentice’s progress to date and confirm if the apprentice has met the full criteria of the 

apprenticeship standard during their on-programme training. The Gateway Readiness 

Report should be used to log the outcomes of the meeting and agreed by all 3 parties. This 

report is available to download from the Highfield Assessment website.  

The report should then be submitted to Highfield to initiate the end-point assessment 

process. If you require any support completing the Gateway Readiness Report, please 

contact your Employer Engagement Manager at Highfield Assessment. 

Please note: a copy of the standard should be available to all attendees during the 
gateway meeting.  
 
Reasonable adjustments and special considerations 
Highfield Assessment has measures in place for apprentices who require additional 
support. Please refer to the Highfield Assessment Reasonable Adjustments Policy for 
further information/guidance.  
 
ID requirements 
Highfield Assessment will need to ensure that the person undertaking an assessment is 
indeed the person they are claiming to be. All employers are therefore required to ensure 
that each apprentice has their identification with them on the day of the assessment so 
the end-point assessor can check. 
 
Highfield Assessment will accept the following as proof of an apprentice’s identity:  
 

• a valid passport (any nationality) 

• a signed UK photocard driving licence 

• a valid warrant card issued by HM forces or the police 

• another photographic ID card, e.g. employee ID card, travel card, etc. 
 

 

 

 

Click here to return to contents 
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High Speed Rail and Infrastructure Advanced Technician Apprenticeship Standard 
The following pages contain the Level 4 High-Speed Rail and Infrastructure Advanced Technician Apprenticeship Standard and the assessment criteria in a 

format that is suitable for delivery. 

Core - Health and safety 

Knowledge test 

Pass criteria – the apprentice will know and understand: 

KCHS1 The critical importance of safety and security in the conventional and the high-speed railway industries, the principles of safe by design, 
system assurance, and health and safety legislation 

KCHS2 The relationships of health and welfare strategies with safety in the workplace 

KCHS3 The relevance of standards, policy, regulation and guidelines for the UK rail industry 

KCHS4 Risk assessment and hazard analysis identification, management and mitigation 

Amplification 

Safety – the condition of being protected from or unlikely to cause danger, risk, or injury 

Security – the state of being safe against criminal activity such as terrorism, theft or vandalism 

Safe by design - the concept of applying methods to minimise occupational hazards early in the design process, with an emphasis on optimising 
employee health and safety throughout the lifecycle of materials and processes  

Systems assurance – a process that ensures that a rail infrastructure project functions as intended throughout its entire life cycle 

Health and safety legislation – Health and Safety at Work etc. Act 1974, Railway and Other Guided Transport Systems (Safety) Regulations (ROGS), 
Railway Safety Regulations 1997 and 1999, etc. 

Standards – defined functional or technical requirements to be met on UK railways, e.g. those created by the Rail Safety and Standards Board (RSSB), 
Network Rail, etc. 

Policy – a course or principle of action adopted or proposed by government, organisation or individual, e.g. nationalisation, the Beeching cuts, 
privatisation, HS2   
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Regulation – rules or directives made and maintained by an authority, e.g. Office of Road and Rail (ORR) – Railway (Licensing of Railway Undertaking) 
Regulations 2005, The Railways and Other Guided Transport Systems (Safety) Regulations (ROGS), etc. 

Guidelines – a general rule, principle, or piece of advice, e.g. those issued by the Office of Road and Rail (ORR) on legislation, occupational health, etc. 

Risk assessment - a systematic documented process of evaluating the potential risks that may be involved in a projected activity or undertaking  

Hazard – a source of potential damage, harm or adverse health effects on something or someone 

 

Practical observation  

Pass criteria – the apprentice will be able to: 

SCHS1a Develop and maintain an effective safety culture  

SCHS1b Embed a culture of health, welfare and safety compliance to ensure the health and safety of employees, customers, visitors and members of 
the public  

SCHS1c Rigorously apply security procedures 

SCHS2a Apply rigorous health and safety practices; comply with legislation and safety processes 

SCHS3 Comply with relevant standards and regulations 

SCHS4 Identify and manage risk, and prepare contingency plans 

Amplification 

Compliance - to ensure the health and safety of employees, customers, visitors and members of the public 

Security procedures – refers to the specific procedures to maintain the security of all employees, visitors and members of the public 

Practices – related to health and safety such as use of correct PPE, task-specific safety equipment 

Safety processes – on completion of work/task, work must be signed for traceability and accountability in the event of an accident; following relevant 
site rules; use of the correct safety equipment and/or software 

Standards and regulations – refer to the various safety processes and practices specific to the employer, those required by the Health and Safety 
Executive (HSE) and specifically for the railway by the Office of Rail and Road (ORR) 

Contingency plans – plans designed to take account of a possible future event or circumstance 
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Professional Discussion 

Pass criteria – the apprentice will be able to: 

SCHS2b Design safety into all aspects of the rail network, accounting for end-user requirements 

Amplification  

Design safety – the concept of applying techniques and methods to minimise occupational hazards early in the design phase  

 

Core – Context  

Knowledge test 

Pass criteria – the apprentice will know and understand: 

KCC4 Appropriate fundamental engineering principles  

Amplification 

Engineering principles – the ideas, rules or concepts that need to be kept in mind when solving an engineering problem, such as: 

o Physics theories – Newton’s Laws, Ohm’s Law, Faraday’s Law, Laws of Thermodynamics, Young’s modulus, etc. 
o Geometry – the branch of mathematics concerned with the properties and relations of points, lines, surfaces, solids and higher dimensional 

analogues 
o Trigonometry - the branch of mathematics dealing with the relations of the sides and angles of triangles and with the relevant functions of any 

angles 
o Electrical and electronic engineering theories – Kirchoff’s Law, circuit theory, capacitance, magnetism, electromagnetism, etc.  
o Metallurgical principles – weight, strength, toughness, hardness, corrosion, fatigue, stress, creep, etc. 
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Practical observation  

Pass criteria – the apprentice will be able to: 

SCC1 Apply effective systems engineering practice, considering the interfaces between work packages and promoting and maintaining effective 
communications between disciplines 

 Amplification 

Systems engineering - the interdisciplinary field of engineering and engineering management that focuses on how to design and manage complex 
systems over their life cycles 

Work packages - a group of related tasks within a project. As they look like projects themselves, they are often thought of as sub-projects with a larger 
project 

Disciplines - the various branches of engineering, e.g. Civil, Systems, Electrical, Mechanical 

Professional Discussion  

Pass criteria – the apprentice will know and understand: 

KCC1 The context and scope of high-speed rail in the UK and internationally, and its integration into the wider transportation system 

KCC2 The distinction and interface between conventional and high-speed rail 

KCC3 The role of specialist areas within conventional and high-speed rail; civil engineering, track systems, traction and rolling stock, command, 
control and communication, power, digital and information operations, business management, systems engineering and integration 

Amplification 

Context and scope – transform transport infrastructure in the UK, rebalance the north and south, be an ‘Engine for Growth’, cut carbon emissions, 
remove traffic from the roads and free-up conventional railways for freight 

Conventional – refers to the existing UK rail network designed to operate over medium to long distances, e.g. regional trains, commuter trains and 
airport rail links 
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Core – Design   

Knowledge test 

Pass criteria – the apprentice will know and understand: 

KCD1 The relevance and importance of sustainability, environmental, social and economic considerations in the development of a high-speed 
railway 

KCD2 How the rail network system is designed, built, installed, operated, maintained, renewed and decommissioned 

Amplification  

Sustainability – the ability to exist in equilibrium with the eco-system, balancing economic growth and the need for resources with environmental 
concerns 

 

Professional Discussion  

Pass criteria – the apprentice will know and understand: 

KCD3 The impact of ergonomics and human factors on the design and operation of the railway 

KCD4 The importance of forward thinking to future innovation, technology and ways of working 

Pass criteria – the apprentice will be able to: 

SCD1 Embed the principles of sustainability and environmental considerations into the design, development, installation and operation of high-
speed rail projects 

SCD2 Design and implement innovative solutions using new technologies to improve efficiency, cost, effectiveness, customer service and safety to 
work-based problems 

Amplification  

Ergonomics - the scientific discipline concerned with the understanding of interactions among humans and other elements of a system 

Human factors – the aim of reducing human error, increasing productivity, enhancing safety and comfort with a specific focus on the interaction 
between the human and the thing of interest  

Forward thinking – a mode of progressive thought favouring innovation and development 
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Ways of working – traditional design methods (2D) versus CAD and the benefits that this can provide 

Environmental - can include: agriculture, forestry, soils, air quality, cultural heritage, wildlife and habitat disruption, ecology, landscape and visual 
amenity, noise and vibration, settlement, traffic and transport, waste and material resources; and water resources 

Work-based problems – can be those related to efficiency, cost, effectiveness, customer service and safety, etc. 
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Core – Management  

Knowledge test 

Pass criteria – the apprentice will know and understand: 

KCM1 The requirements for, and characteristics of, leadership, collaboration and management 

KCM2 The principles of effective project management, stakeholder management and quality management 

KCM3 The principles of asset management 

Amplification 

Leadership - different leadership styles (transactional, transformational, charismatic, autocratic, democratic, strategic), vision, values, culture, 
engagement, motivation, qualities and traits of leaders, inspiring, future-focused, coaching, mentoring and performance management 

Collaboration - networking, negotiation, conflict management, consensus, involvement 

Project Management - tools and techniques to set up, run and oversee a project – use of project methods such as Prince2, Critical Path analysis, Gantt 
charts, project plans 

Stakeholder - interested parties, affected parties, shareholders, employees, customers, contractors, suppliers, buyers, pressure groups, lobbyists, 
trades unions, political, governmental, contractual. Board members, senior managers, focus groups, passenger/customer forums. Professional and 
Industry associations, financial institutions, regulators 

Quality management- activities such as procedures, defined criteria, auditing, Total Quality Management (TQM) ISO standards and systems focused on 
the assurance of quality in the organisation. Management systems to define quality policies, objectives and their implementation. Benchmarking, Net 
Promoter scores 

Asset management - a systematic approach to the governance and realization of value from things that a group or entity is responsible for, over their 
whole life cycles 
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Practical observation 

Pass criteria – the apprentice will be able to: 

SCM1 Demonstrate effective management, supervising and managing resources as appropriate 

Amplification 

Resources – refers to tools, equipment, materials, IT systems, personnel used in the observation  

Professional Discussion 

Pass criteria – the apprentice will know and understand: 

KCM4 The importance of commercial awareness, including the relationship with the supply chain 

KCM5 The procurement process and its importance to the business and industry 

Pass criteria – the apprentice will be able to:  

SCM2a Implement project management processes and tools to effectively manage work packages such as Gantt Charts, Logic Network, PERT Chart, 
Product and Work Breakdown Structure, Risk Register  

SCM2b Work effectively with stakeholders  

SCM2c Comply with quality assurance processes 

SCM3 Implement appropriate asset management tools to manage assets throughout their life cycle 

Amplification  

Commercial awareness - is an understanding of how industries and businesses work and how internal and external factors can affect success 

Supply chain - refers to a system of organisations, people, activities, information and resources involved in moving a product or service from supplier to 
customer 

Procurement process - the means of finding and agreeing to terms and acquiring goods, services, or works from an external source, often via a 
tendering or bidding process 

Project management - tools and techniques to set up, run and oversee a project – use of project methods such as Prince2, Critical Path analysis, Gantt 
charts, project plans  
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Work packages - a group of related tasks within a project. As they look like projects themselves, they are often thought of as sub-projects with a larger 
project 

Stakeholders - interested parties, affected parties, shareholders, employees, customers, contractors, suppliers, buyers, pressure groups, lobbyists, 
trades unions, political, governmental, contractual. Board members, senior managers, focus groups, passenger/customer forums. Professional and 
Industry associations, financial institutions, regulators  

Quality assurance - the maintenance of a desired level of quality in a service or product, by means of attention to every stage of the process of delivery 
or production 

 

Core – Information 

Practical observation  

Pass criteria – the apprentice will be able to: 

SCI2 Interpret and manage information, which could include multidimensional modelling, complex work plans, technical drawings and 
schematics, including change control 

Amplification 

Multi-dimensional modelling - the use of 2D and 3D CAD (computer-aided design) systems to visually represent an object, e.g. a station 

Work plans - a tool that helps a project assign tasks, manage workflow and track the various components and milestone deadlines 

Technical drawings - a drawing that visually communicates how something functions or is constructed 

Schematics - the representation of the elements of a system rather than realistic pictures 

Change control - the process that all requests to change the baseline scope of a project are captured, evaluated and then approved, rejected or 
deferred 
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Professional Discussion 

Pass criteria – the apprentice will know and understand: 

KCI1 The basics of working with Building Information Modelling (BIM) and the Common Data Environment 

Pass criteria – the apprentice will be able to:  

SCI1 Apply BIM and Asset Information Modelling (AIM) requirements effectively 

Amplification  

Building Information Modelling (BIM) - a process supported by various tools and technologies involving the generation and management of digital 
representations of physical and functional characteristics of places 

Common Data Environment - a single source of information used to collect, manage and disseminate documentation relating to a project 

Asset Information Modelling (AIM) - the process of collecting information gathered from all sources that support the ongoing management of an asset 

 

Core – Communication 

Practical observation 

Pass criteria – the apprentice will be able to: 

SCCOM1 Undertake and implement a high standard of technical work taking responsibility for efficient and effective delivery of work packages 

SCCOM2 Communicate effectively across all levels 

SCCOM3 Use appropriate IT systems and applications   
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Core – Behaviours 

Practical Observation  

Pass criteria – the apprentice: 

KB1 Fosters a safe, secure and healthy working environment through personal responsibility and behaviour 

KB2 Effective self-manage, prioritise and a proactively approaches work and continuous professional development 

Amplification 

Continuous professional development – refers to the process of tracking and documenting the skills, knowledge and experience gained both formally 
and informally as an individual works, beyond any initial training 

Professional Discussion 

Pass criteria – the apprentice: 

KB3 Acts professionally, shows commitment to the industry and employer, and is an effective ambassador for the employer 

KB4 Works flexibly, embraces change, handles ambiguity and accepts new ideas and ways of working 

KB5 Is customer focused and is dedicated to improving the customer experience 

KB6 Effectively lead 

KB7 Is committed to equality, diversity and inclusion, and act ethically with integrity and respect 

KB8 Uses effective communication skills to work collaboratively and to exchange constructive feedback 

Amplification  

Effectively lead – use of skills, techniques, transactional, transformational, charismatic, autocratic, democratic, strategic. Supporting people using 
coaching and mentoring approaches, performance management 

Constructive feedback - supportive feedback given to individuals to help identify solutions to areas of weakness they may have. It is information 
specific, issue-focused and based on observations.  
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Command, control and communication 

Knowledge test 

Pass criteria – the apprentice will know and understand: 

KCCC1 The design factors that embed health and safety into the CCC system 

KCCC2 In-depth knowledge of Common Safety Method (CSM) and application of change within the CSM context 

KCCC3 Risk and failure modes and how to build protection into the design 

KCCC4 What is meant by CCC, and the differences between legacy, modern and future rail signalling and train control systems 

KCCC7 The commissioning certification process relating to the design, implementation and operation of a CCC system 

KCCC8 IT hardware, software and technical architecture as appropriate 

KCCC9 Security technology and systems including cyber security and levels of access 

KCCC12 Purpose and processes for data management, configuration management and change management 

Amplification  

Design factors – refers to considerations at the design stage such as; braking performance, block operation, route setting, fail-safe principles and 
interlocking systems, which mitigate the risks involved in railway traffic and signalling 
 
Common safety method (CSM) – refers to the 2015 EC regulation that sets out the legal obligations and mandatory framework for the evaluation of 
and assessment of risk associated with engineering, operational and organisational changes to the railway 
 
Risk and failure modes – refers to the process of reviewing as many components, assemblies, and subsystems as possible to identify the risk of 
potential failure modes in a system and their causes and effects. Also the different aspects of risk and failure modes including technical failure, human 
failure, detection failure, and schedule and technical risks involved in railway system projects 
 
Legacy, modern and future rail signalling – refers to the development of signalling systems from mechanical to digital inclusive of interlockings, 
signaller control systems, signals, train detection and ETCS (European Train Control System) – cab signalling 
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Train control systems – refers to predominantly the European Train Control System (ETCS), designed to replace legacy train protection systems and 
incompatible safety systems used by European railways. ETCS is implemented with standard trackside equipment and unified controlling equipment 
within the train cab, removing the need for lineside signals watched by the driver 
 
Commissioning certification process – refers to the design and check process and factory acceptance testing / integration testing for multiple 
subsystems. Also includes installation testing processes for the construction phase 
 
IT hardware, software and technical architecture – refers to the range of equipment needed (on-board and lineside) for a CCC system which can 
include, ATO (Automatic Train Operation) and CDAS (Connected Driver Advisory System) 
 
Security technology and systems – refers to the various equipment employed to improve security in a CCC system. These can include; CCTV, intruder 
detection systems, access systems, cryptography and blockchain 
 
Data management – refers to the administrative process that includes acquiring, validating, storing, protecting, and processing required data to ensure 
the accessibility, reliability, and timeliness of the data for its users 
 
Configuration management – refers to the systems engineering process for establishing and maintaining consistency of a product’s performance, 
functional, and physical attributes with its requirements, design, and operational information throughout its life 
 
Change management – refers to the collective term for all approaches to prepare, support, and help individuals, teams and organisations in making 
organisational change. Change can be driven by technological evolution, process reviews, crisis, and consumer habit changes, pressure from new 
business entrants, acquisitions, mergers and organisational restructuring 
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Practical observation  

Pass criteria – the apprentice will competently: 

SCCC1 Fulfil compliance requirement or appropriate critical safety integrity levels and guidance 

SCCC2 Assess risk and report failure modes and various scenarios in order to build protection into the design, including the application of 
ergonomics and human factors 

SCCC5 Capture and manipulate survey and geographical data across all interfaces to inform design 

SCCC9 Apply data, configuration and change management 

SCCC10 Develop and apply security processes 

Amplification 

Compliance requirement – refers to how a proposed command, control and communication system design or its implementation complies with safety 
guidance and regulations 

Critical safety integrity levels – refers to the measure of performance and safety required for the main command, control and communication 
signalling components 

Assess risk – refers to the evaluation and identification of embedded risks within the system and their mitigations 

Report failure modes – refers to the explanation or report of various probable failure modes and scenarios as a risk mitigation tool. Also considerations 
of human factors in preparing reports and risk identification 

Survey and geographical data – refers to the typical geographical data required for command, control and communication signalling design (gradients, 
track/line design speeds). The capture of geographical data via different approaches and the writing and modification of survey reports (sectional 
appendix, mapping software and alignment drawings) 

Security processes – refers to technical specifications, standards or guidelines and the application of procedures required to meet security 
requirements 
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Professional discussion 

Pass criteria – the apprentice will know and understand: 

KCCC5 Ergonomic and human factors relating to design and operation of a CCC system 

KCCC6 Operation and maintenance requirements for CCC systems and how to demonstrate that they can be achieved 

KCCC10 The function and operation of the European Rail Traffic Management System (ERTMS) including the European Train Control System (ETCS) 

KCCC11 Telecoms systems including the Global System for Mobile Communications – Railway (GSM-R) and subsequent evolutions to communicate 
between train and track-side 

Pass criteria – the apprentice will competently:  

SCCC3 Identify and describe modern systems for CCC as applicable to High Speed Rail 

SCCC4 Identify and manage issues resulting from the interface between peripheral systems with modern digital and electronic CCC systems 

SCCC6 Contribute to the selection, design, installation, maintenance, operation and decommissioning of CCC systems including within the CSM 
framework 

SCCC7 Plan and implement monitoring, maintenance and repair of CCC systems 

SCCC8 Diagnose faults and implement solutions for a modern CCC system 

Amplification 

Ergonomic and human factors - refers to human factors in legacy, current and future command, control and communication systems. How to reduce 
the risk of failure by considering ergonomic design. The ergonomic design factors involved with line-side and in-cab signalling systems 

European Rail Traffic Management System (ERTMS) – refers to a system of standards for management and interoperation of signalling for railways by 
the European Union (EU). It contains the separately managed parts of GSM-R (communication), European Train Control System (ETCS, signalling) and 
European Train Management Layer (ETML, payload management) 
 
European Train Control System (ETCS) – refers to the signalling and control component of ERTMS. It replaces legacy train protection systems and is 
designed to replace the many incompatible safety systems currently used by European railways 
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Global System for Mobile Communications – Railway (GSM-R) – refers to the international wireless communications standard for railway 
communication and applications and is used for communication between train and railway regulation control centres. Evolution of GSM-R to FRMCS 
(Future Railway Mobile Communication System) 

Modern systems – the differences between modern command, control and communication systems and their functionalities. IoT (Internet Of Things) 
maintenance systems, networking/cloud-based communication systems 

Peripheral systems – refers to the impact of Electromagnetic Interference (EMI) from peripheral systems on command, control and communication 
systems, e.g. OHLE (Overhead Line Equipment) traction systems 

Diagnose faults – refers to the application of skills for system failure diagnosis and performance measurement. Includes the identification of faults on 
signalling circuits and interlocking data 
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Additional practical observation grading 
Merit 

To achieve a merit in the observation, apprentices must achieve the pass criteria and in addition, demonstrate in more than one context: 
 
OBM1 Demonstrate systems thinking taking account of multiple disciplines 
OBM2 Management of resources including time and physical resources across a range of activities 
OBM3 Interpret and manage a variety of information 
OBM4 Demonstrate competency of technical work in a range of contexts 
OBM5 Demonstrate effective use of appropriate IT systems and applications in a range of contexts 
 

Distinction  

To achieve a distinction in the observation, apprentices must achieve the merit criteria and in addition, provide examples of the positive impact of 
their: 
 
OBD1 Systems thinking, providing examples of interface management 
OBD2 Management of resources to ensure positive outcomes of projects or business objectives 
OBD3 Use of complex data to inform decision making and create a positive impact 
OBD4 Deployment of IT hardware and applications to provide a positive impact 
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Additional professional discussion grading 
Merit 

To achieve a merit the apprentice must achieve the pass criteria and in addition, demonstrate in a range of contexts: 
 
PDM1 Leadership of people and projects 
PDM2 Improvement of customer experience for both internal and external customers 
PDM3 The ability to adapt to new technologies and ways of working 
PDM4 Demonstrate communication appropriate to a variety of audiences 

 

Distinction  

To achieve a distinction in the professional discussion, apprentices must achieve the merit criteria and in addition, provide examples of the positive 
impact of their: 
 
PDD1 Leadership of people and projects 
PDD2 Customer service by implementing innovative strategies 
PDD3 Use of new technologies and ways of working 
PDD4 Communication techniques in the workplace, including positive impacts on the business 

 

 

 

Click here to return to contents 
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Assessment summary  
 

The end-point assessment for High Speed Rail and Infrastructure Advanced Technician 

(Command, Control and Communication pathway) is made up of 3 components which 

must be taken in the following order: 

1. 2 x 1-hour written tests consisting of multiple-choice and open 

response/short answer questions 

2. 3-hour practical observation 

3. 90-minute professional discussion 

 

As an employer/training provider, you should agree a plan and schedule with the 

apprentice to ensure all assessment components can be completed effectively. 

Each component of the end-point assessment will be assessed against the appropriate 

criteria laid out in this guide, which will be used to determine a grade for each 

individual component.  

 

Knowledge tests 
 

• To gain a pass, apprentices must achieve 60% 

• To gain a merit, apprentices must achieve 70% 

• To gain a distinction, apprentices must achieve 80% 

 

The tests may be delivered online or be paper-based and must be in a controlled 
environment with invigilation. 
 

Practical observation 
 

• To gain a pass in the practical observation, all pass criteria must be achieved    

• To gain a merit in the practical observation, apprentices must achieve the 

pass criteria and demonstrate the merit criteria in more than one context 

• To gain a distinction in the practical observation, apprentices must achieve 

the pass and merit criteria and provide examples of their positive impact for 

all distinction criteria 
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Professional discussion  
 

• To gain a pass in the professional discussion, all pass criteria must be 

achieved    

• To gain a merit in the professional discussion, apprentices must achieve the 

pass criteria and demonstrate the merit criteria in a range of contexts 

• To gain a distinction in the professional discussion, apprentices must achieve 

the pass and merit criteria and provide examples of their positive impact for 

all distinction criteria 

 

Grading 
 

The overall grade for the apprentice is as follows: 

Pass  Requires the apprentice to pass each component 

Merit   Requires the apprentice to achieve at least a merit in each component 

Distinction  Requires the apprentice to achieve a distinction in each component 

 

Retake and resit information 
 

If an apprentice fails an end-point assessment method, it is the employer, provider 

and apprentice’s decision whether to attempt a resit or retake. If a resit is chosen, 

please call the Highfield scheduling team to arrange the resit. If a retake is chosen, the 

apprentice will require a period of further learning and will need to complete a new 

gateway readiness meeting and report. Once this is completed, please call the 

Highfield scheduling team to arrange the retake. 

The resit or retake is normally expected to take place after all the required 

assessments have been taken and the individual assessment results and overall 

apprenticeship result has been given to the apprentice.   

When undertaking a resit or retake, the assessment method(s) will need to be re-

attempted in full, regardless of any individual assessment criteria that were passed on 

any prior attempt. The EPA Report will contain feedback on areas for development 

and resit or retake guidance. If resits or retakes are required, apprentices should 

complete resits within 12 months. There is no limit to the number of resits or retakes 

within the 12 months. 

An apprentice requiring a resit or a retake may still achieve a merit or distinction. 

Apprentices who achieve a pass grade cannot resit or retake the EPA to achieve a 

higher grade. 

Click here to return to contents 
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Assessing the knowledge test  
 

The following areas (knowledge) of the High Speed Rail and Infrastructure Advanced 

Technician standard will be assessed by two 1-hour, 40-mark knowledge tests, each 

consisting of 20 multiple-choice and 2 open-response/short-answer questions. Each 

multiple-choice question is worth 1 mark and each open-response/short-answer 

question is worth a total of 10 marks.   

The pass mark for each test is 24/40 (60%), merit is 28/40 (70%) and distinction is 

32/40 (80%).  

The topics covered within the tests are listed below: 

Core – consisting of 20 multiple-choice and 2 open-response/short-answer 

questions 

• Health and safety 

• Context 

• Design 

• Management 

 

Pathway - consisting of 20 multiple-choice and 2 open-response/short-answer 

questions 

• Command, control and communication  

 

 

Before the assessment 

 

• While on-programme, the employer/training provider should brief the 

apprentice on the areas to be assessed by the knowledge test  

 

• In readiness for end-point assessment, the apprentice should complete a 

sample test; mock assessments are available to download from the Highfield 

Assessment website and may be used for this purpose. Mock tests 

are available in paper-based format, or on the mock e-assessment system.  
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Knowledge test criteria   
  

Core - Health and safety 

Pass criteria – the apprentice will know and understand: Indicative assessment criteria 

KCHS1 The critical importance of safety and security in the conventional 
and the high-speed railway industries, the principles of safe by 
design, system assurance and health and safety legislation 

• Evaluate the critical importance of safety and security in the 
conventional and high-speed rail industries 

• Explain the principles of safe by design in the high-speed rail industry 

• Describe the role of systems assurance in the rail industry 

• Clarify the impact of health and safety legislation on the rail industry  

KCHS2 The relationships of health and welfare strategies with safety in 
the workplace 

• Describe the purpose of health and welfare strategies in ensuring a 
safe railway 

• Describe the key health and welfare considerations for rail employees 

• Explain the impact of positive health and welfare policies on the rail 
industry 

KCHS3 The relevance of standards, policy, regulation and guidelines for 
the UK rail industry 

• Describe the standards, policies, regulations and guidelines applicable 
to the UK rail industry 

• Explain the relevance of standards, policy, regulation and guidelines 
for the UK rail industry 

• Explain how railway standards, policy, regulation and guidelines have 
impacted on the UK rail industry 

KCHS4 Risk assessment and hazard analysis identification, management 
and mitigation 

• Evaluate effective risk assessment management principles 

• Clarify the process of hazard analysis  

• Explain effective hazard mitigation methods in the rail industry 
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Core - Context 

Pass criteria – the apprentice will know and understand: Indicative assessment criteria 

KCC4 Appropriate fundamental engineering principles • Describe how engineering principles are applied to tasks 

• Describe the basic properties of materials and their interaction  

• Explain how geometry and trigonometry principles are applied 

• Describe how areas and volumes are calculated and their application 
in the development of the railway 

• Explain the physics theories that apply to engineering problems 

• Describe electrical and electronic engineering theories that underpin 
the field of power and distribution 

• Describe metallurgical principles and how they impact railway design, 
operation and maintenance 

Core – Design   

Pass criteria – the apprentice will know and understand: Indicative assessment criteria 

KCD1 The relevance and importance of sustainability, environmental, 
social and economic considerations in the development of a high-
speed railway 

• Analyse the importance of incorporating sustainability into each stage 
of high-speed rail development 

• Clarify the importance of environmental considerations in the 
development of high-speed rail 

• Evaluate the social impacts of high-speed rail development on 
communities along the proposed route 

• Describe the economic considerations required to legitimise the 
development of high-speed rail 

KCD2 How the rail network system is designed, built, installed, operated, 
maintained, renewed and decommissioned 

• Describe design requirements and links to feasibility analysis 

• Explain the design requirements control process (requirements 
mapping) throughout a project lifecycle including the use of 
appropriate software and hardware 
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• Describe the design process lifecycle from conception to 
decommissioning 

Core – Management  

Pass criteria – the apprentice will know and understand: Indicative assessment criteria 

KCM1 The requirements for, and characteristics of, leadership, 
collaboration and management 

• Describe and differentiate between the concepts of leadership and 
management  

• Evaluate different leadership styles to lead multiple and remote 
teams and manage team leaders 

• Clarify the benefits of collaboration across multiple teams 

• Describe collaborative tools and working techniques and the value of 
sharing best practice 

KCM2 The principles of effective project management, stakeholder 
management and quality management 

• Explain effective project management and its role in the organisation 
to achieve organisational objectives 

• State the role of stakeholders in the high-speed rail industry  

• Explain the impact of stakeholder management to the successful 
delivery of any project, programme or activity 

• Explain how effective quality control ensures that an organisation, 
product or service is consistent 

KCM3 The principles of asset management • Describe the principles of asset management 
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Command, control and communication  

Pass criteria – the apprentice will know and understand: Indicative assessment criteria 

KCCC1 The design factors that embed health and safety into the CCC 
system 

• Explain the principles of train movements including braking performance 

and the purpose of signalling to prevent unsafe scenarios   

• Explain the purpose of train control route setting systems 

• Explain the term fail-safe and how it applies to CCC systems  

• Identify the impact of Technical Specifications for Interoperability (TSIs) 
on safe software design  

• Describe the design and purpose of interlocking systems. 

• Describe the command, control and communication (CCC) system 
hierarchy from Train Control System to Interlocking and trackside 
systems 

• Explain the historical impact of in-efficient design practices  

• Describe how traditional or conventional signalling systems are not 
appropriate for modern high-speed systems  

• Explain the need of the safety case culture which is essential for modern 
railways 

KCCC2 In-depth knowledge of Common Safety Method (CSM) and 
application of change within the CSM context 

• Explain the principles behind the Common Safety Method (CSM) and its 
application on European Railways 

• Explain the need for change management in the context of CCC 

• Describe relevant regulations that require adoption of CSM 

KCCC3 Risk and failure modes and how to build protection into the 
design 

• Describe the different aspects of risk and failure modes; human, 
operational and technical failure and relationship to failsafe design  

• Describe how risk is assessed on the railways and risk assessment tools 
used for CCC design 

• Describe the schedule risks involved in the delivery of railway system 
projects 
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KCCC4 What is meant by CCC, and the differences between legacy, 
modern and future rail signalling and train control systems 

• Explain the meaning of CCC in the context of high-speed rail 

• Describe the main components of a CCC system and their interactions 

• Describe the evolution of CCC systems and the benefits of technological 
advancements in signalling 

KCCC7 The commissioning certification process relating to the 
design, implementation and operation of a CCC system 

• Describe the positioning of commissioning within the V diagram for 
railway projects 

• Explain the standards and legislation applicable to delivering successful 
commissioning 

KCCC8 IT hardware, software and technical architecture as 
appropriate 

• Describe the typical components of an IT network 

• Define different types of IT Protocol (TCP/UDP/P2P, etc.) 

• Describe the differences between railway Spec IT/networking equipment 
and commercial-off-the-shelf (COTS) products 

KCCC9 Security technology and systems including cyber security and 
levels of access 

• Explain the term ‘security’ and explain why it is needed for the railways  

• Describe traditional security methods for the railway and the typical 
technologies used 

• Explain the importance of cyber-security  

• Explain specific security protocols for signalling systems 

• Describe the European legislation for cyber security for critical 
infrastructure  

KCCC12 Purpose and processes for data management, configuration 
management and change management 

• Explain the traditional use of configuration management (version 
control) 

• Describe new tools for configuration and data management 

• Describe the concept of change management and its impact on projects 

 

Click here to return to contents 
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Assessing the practical observation  
 

This 3-hour observation will require Highfield Assessment to observe the apprentice 

within a real-work environment or within a simulated environment, if necessary. 

The observation will be carefully designed to ensure that they provide the apprentice 

with sufficient opportunities to demonstrate the skill and behaviours to be assessed. 

The practical observation will include a 15-minute briefing session. During this session, 

the apprentice should be encouraged to ask questions and to confirm that they 

understand what is expected of them. 

The practical observation will reflect a frequent scenario from the apprentice’s work 

activities and will relate to the specific role they are working in. A Scenario Allocation 

Form must have been completed and submitted to Highfield at Gateway to outline 

the apprentice’s place of work and job role to ensure the allocated scenario is suitable 

for the apprentice.  

The assessor will ask the apprentice a range of supplementary questions during the 

observation designed to enable the apprentice to demonstrate their knowledge in 

more than one context and evidence the positive impacts they have made. 

Examples of supplementary questions include: 

o how do you ensure you keep your knowledge up to date and how do you 

evidence this? 

o talk me through why you need to perform this particular task. 

o what data do you need to analyse and how does this inform your decisions? 

o why are you using this particular software for this task? 

o what positive impacts have you made to this process? 

 

Simulation 

Where it is identified that simulation is the most appropriate means of assessment, 

this will be planned in advance. Simulation is intended to be either: 

• the use of technology such as virtual or augmented reality to allow the 

apprentice to demonstrate competence in required tasks 

• working with real industry equipment to address simulated issues, for 

example, fault finding using real bogies, where the fault is simulated  

 

Click here to return to contents 
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Practical observation criteria   
 

Core - Health and safety 

Pass criteria – the apprentice will be able to: Indicative assessment criteria: 

SCHS1a Develop and maintain an effective safety culture  

 

• Demonstrate compliance with health and safety procedures 

• Demonstrate use of IT hardware and applications for a positive effect 
on health and safety culture 

SCHS1b Embed a culture of health, welfare and safety compliance to 
ensure the health and safety of employees, customers, visitors 
and members of the public 

• Demonstrate ownership of health, welfare and safety compliance 
relating to the task 

• Utilise physical resources to ensure health, safety and welfare is 
maintained 

SCHS1c       Rigorously apply security procedures • Demonstrate compliance with security procedures pre-task 

• Demonstrate effective use of IT systems to check for security issues 

SCHS2a Apply rigorous health and safety practices; comply with 
legislation and safety processes 

• Ensure all health and safety instructions are correctly adhered to 

• Ensure all work is signed for in accordance with legislative 
requirements at the end of task  

SCHS3        Comply with relevant standards and regulations • Demonstrate compliance with relevant standards and regulations 
throughout tasks 

SCHS4        Identify and manage risk, and prepare contingency plans • Carry out appropriate risk assessment activities 

• Prepare contingency plans for emergencies, including the use of IT 
systems 
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Core - Context 

Pass criteria – the apprentice will be able to: Indicative assessment criteria: 

SCC1         Apply effective systems engineering practice, considering the 
interfaces between work packages and promoting and 
maintaining effective communications between disciplines 

• Demonstrate application of systems engineering practice when 
considering project activities with multidisciplinary teams 

• Ensure systems thinking when dealing with interfaces between work 
packages 

• Manage and maintain effective communication between disciplines 

Core - Management 

Pass criteria – the apprentice will be able to: Indicative assessment criteria: 

SCM1        Demonstrate effective management, supervising and managing 
resources as appropriate 

• Carry out supervisory or management tasks and responsibilities at a 
level appropriate to the role  

• Use resources efficiently in line with the organisation’s objectives 

Core – Information  

Pass criteria – the apprentice will be able to: Indicative assessment criteria: 

SCI2           Interpret and manage information, which could include 
multidimensional modelling, complex work plans, technical 
drawings and schematics, including change control 

• Interpret and manage information, including multidimensional 
modelling, complex work plans, technical drawings, schematics 

• Demonstrate how the change control process is used within a project 
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Core - Communication 

Pass criteria – the apprentice will be able to: Indicative assessment criteria: 

SCCOM1     Undertake and implement a high standard of technical work 
taking responsibility for efficient and effective delivery of work 
packages 

• Undertake technical work to deliver work packages effectively and 
efficiently 

SCCOM2     Communicate effectively across all levels • Demonstrate effective communication at all levels 

SCCOM3     Use appropriate IT systems and applications • Demonstrate the use of appropriate IT systems and applications 

Core - Behaviours 

Pass criteria – the apprentice: Indicative assessment criteria: 

KB1           Fosters a safe, secure and healthy working environment through 
personal responsibility and behaviour 

• Demonstrates a safe, secure and healthy working environment 
through personal responsibility and behaviour 

KB2           Effective self-manage, prioritise and a proactively approaches 
work and continuous professional development 

• Demonstrates ability to self-manage, prioritise and a proactive 
approach to work 

• Demonstrates commitment to continuous professional development 
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Command, control and communication  

Pass criteria – the apprentice will competently: Indicative assessment criteria: 

SCCC1 Fulfil compliance requirement or appropriate critical safety 
integrity levels and guidance 

• Interpret European Standards to select a suitable system or sub –
system for CCC 

• Assess a CCC sub-system with regards to Safety Integrity Levels (SIL) 

SCCC2 Assess risk and report failure modes and various scenarios in 
order to build protection into the design, including the 
application of ergonomics and human factors 

• Define risks at various points during the project lifecycle 

• Define ergonomic and human factor considerations for each level of 
the CCC hierarchy 

• Assess failure modes for similar equipment types and the impact on 
the operational railway 

SCCC5 Capture and manipulate survey and geographical data across all 
interfaces to inform design 

• Use different methods for surveying and assess the impact of 
surveying on CCC design 

• Review the benefits of utilising modern modelling terrain capture 
tools for CCC design 

SCCC9 Apply data, configuration and change management • Identify the requirements for CCC Configuration Management (CM) 

• Describe potential risks of inefficient CM to the delivery of a CCC 
project 

• Assess the impact of Building Information Modeling (BIM) as a CM 
tool 

SCCC10 Develop and apply security processes • Identify legislative requirements for infrastructure security 

• Describe and assess CCC specific security areas for improvement 
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Additional practical observation grading 

Merit 

To achieve a merit in the observation, apprentices must achieve the pass criteria and in addition, demonstrate in more than one context: 
 
OBM1 Demonstrate systems thinking taking into account of multiple disciplines 
OBM2 Management of resources including time and physical resources across a range of activities 
OBM3 Interpret and manage a variety of information 
OBM4 Demonstrate competency of technical work in a range of contexts 
OBM5 Demonstrate effective use of appropriate IT systems and applications in a range of contexts 
 

Distinction  

To achieve a distinction in the observation, apprentices must achieve the merit criteria and in addition, provide examples of the positive impact of 
their: 
 
OBD1 Systems thinking, providing examples of interface management 
OBD2 Management of resources to ensure positive outcomes of projects or business objectives 
OBD3 Use of complex data to inform decision making and create a positive impact 
OBD4 Deployment of IT hardware and applications to provide a positive impact 
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Assessing the professional discussion  
 

The professional discussion is a 90-minute structured meeting between the 

apprentice and the assessor. 

During the last 6 months of the apprenticeship, the apprentice will complete a 4000-

word work project related to their specialism. The report must be accompanied by the 

Written Submission Sheet which is available to download from the Highfield 

Assessment website.  

The apprentice will be able to draw their responses from their work project to provide 

supporting evidence, although the project itself will not be assessed as it was 

completed on-programme. This will provide the assessor with the opportunity to draw 

out the apprentice’s broader understanding of the principles and thinking behind their 

approach to the project and their learning from this. However, the assessor will focus 

the discussion on enabling the apprentice to provide evidence of the relevant 

knowledge, skills and behaviours from the standard. 

The assessor will receive a copy of the project in advance to inform preparation for 

the professional discussion. The professional discussion will be planned in advance to 

allow the apprentice time to prepare. The independent assessor will record their 

findings in a formal report. 

The professional discussion will take place in a controlled environment, i.e. a quiet 

room. 

Where the discussion is not face to face, Highfield Assessment will ensure adequate 

controls are in place to maintain fair and accurate assessment and have robust 

procedures in place to authenticate the learner’s identity. 

 

Before the assessment:  

Employers/training providers should:  

• plan the professional discussion to allow the apprentice the opportunity to 

demonstrate each of the required standards  

• ensure the apprentice knows the date, time and location of the assessment  

• ensure the apprentice knows which criteria will be assessed (outlined on the 

following pages)  

• encourage the apprentice to reflect on their experience and learning on-

programme to understand what is required to meet the standard and identify 

real-life examples 



 

CCC v2.0 
ST0528/AP01 43   

• be prepared to provide clarification to the apprentice and signpost them to 

relevant parts of their on-programme experience as preparation for this 

assessment  

 

Professional discussion – mock assessment 

 

It is the employer/training provider’s responsibility to prepare apprentices for their 

end-point assessment and Highfield recommend that they experience a mock 

professional discussion in preparation for the real thing. The most appropriate form 

of mock assessment will depend on the apprentice’s setting and the resources 

available at the time. 

When designing a mock assessment, the employer/training provider should consider 

the following elements: 

• the mock professional discussion should take place in a suitable location 

• a 90-minute time slot should be available for the complete professional 

discussion if it is intended to be a complete mock assessment covering all 

relevant standards, however this time may be split up to allow for progressive 

learning 

• consider an audio recording of the mock and consider allowing the mock to be 

observed by other apprentices, especially if it is not practicable for the 

employer/training provider to carry out a separate mock assessment with each 

apprentice 

• ensure that the apprentice’s performance is assessed by a competent 

trainer/assessor, and that feedback is shared with the apprentice, to complete 

the learning experience; mock assessment sheets are available to download 

from the Highfield Assessment website and may be used for this purpose 

• ensure the questions asked are designed to cover the assessment criteria in 

the next section 

• structured ‘open’ questions should be used as part of the professional 

discussion which do not lead the candidate but allows them to express their 

knowledge in a calm and comfortable manner, for example: 

o what are the differences between conventional and high-speed rail 

systems? 

o what human factors do designers need to take into consideration 

when designing a high-speed railway project? 

o tell me about the various human factors that can impact on the 

operation of CCC systems 
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o talk me through the risks posed by Electromagnetic Interference (EMI) 

to CCC systems 

 



 

CCC v2.0 
ST0528/AP01   45 

Professional discussion criteria 
 

Core - Health and safety 

Pass criteria – the apprentice will be able to: Indicative assessment criteria: 

SCHS2b        Design safety into all aspects of the rail network, accounting 
for end-user requirements 

• Explain the concept of designing safety into all aspects of the rail 
network 

• Describe a systems approach to the concept of safety by design 

• Discuss how a systems approach to safety by design will make cost 
savings on infrastructure projects 

Core - Context 

Pass criteria – the apprentice will know and understand: Indicative assessment criteria: 

KCC1           The context and scope of high-speed rail in the UK and 
internationally, and its integration into the wider 
transportation system 

• Discuss the context of high-speed rail in the overall UK transport 
infrastructure and operation 

• Discuss the context and scope of high-speed rail internationally 

• Describe a working knowledge of the UK rail network and how high-
speed rail development is incorporated 

KCC2           The distinction and interface between conventional and high-
speed rail 

• Discuss the differences between conventional and high-speed railway 

• Describe the interface between conventional and high-speed railway 

KCC3           The role of specialist areas within conventional and high-speed 
rail; civil engineering, track systems, traction and rolling stock, 
command, control and communication, power, digital and 
information operations, business management, systems 
engineering and integration 

• Analyse the role of the individual’s specialism in the design, 
construction and maintenance of conventional and high-speed 
railways 

• Discuss how other specialisms interface within conventional and high-
speed railways 
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Core - Design 

Pass criteria – the apprentice will know and understand: Indicative assessment criteria: 

KCD3 The impact of ergonomics and human factors on the design and 
operation of the railway 

• Describe how ergonomics and human factors affect the design and 
operation of the railway 

KCD4 The importance of forward thinking to future innovation, 
technology and ways of working 

• Discuss the importance of forward thinking with regards to future 
innovation, technology or ways of working 

Pass criteria – the apprentice will be able to: Indicative assessment criteria: 

SCD1 Embed the principles of sustainability and environmental 
considerations into the design, development, installation and 
operation of high-speed rail projects 

• Describe environmental and sustainability considerations in the 
design of high-speed railways 

• Discuss how these considerations are maintained through the 
development, installation and operation of high-speed railways 

SCD2 Design and implement innovative solutions using new 
technologies to improve efficiency, cost, effectiveness, customer 
service and safety to work-based problems 

• Discuss a contribution to innovative solutions using new technologies 
to solve work-based problems 
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Core - Management 

Pass criteria – the apprentice will know and understand: Indicative assessment criteria: 

KCM4 The importance of commercial awareness, including the 
relationship with the supply chain 

• Discuss the concept of commercial awareness and how this relates to 
high-speed rail  

• Explain the importance of working with the supply chain in the 
industry 

KCM5 The procurement process and its importance to the business and 
industry 

• Discuss how procurement processes are important to the business 
and industry 

Pass criteria – the apprentice will be able to: Indicative assessment criteria: 

SCM2a Implement project management processes and tools to effectively 
manage work packages such as Gantt Charts, Logic Network, PERT 
Chart, product and work breakdown structures, risk registers  

• Use project management processes, tools and techniques to 
effectively manage work packages 

SCM2b Work effectively with stakeholders  • Use effective approaches towards working with stakeholders 

SCM2c Comply with quality assurance processes • Utilise effective methods to comply with quality assurance processes 

SCM3 Implement appropriate asset management tools to manage assets 
throughout their lifecycle 

• Discuss the effective use of asset management tools to manage 
assets throughout their lifecycle 

Core – Information  

Pass criteria – the apprentice will know and understand: Indicative assessment criteria: 

KCI1 The basics of working with building information modelling (BIM) 
and the common data environment 

• Discuss the basics of working with building information modelling 
(BIM) and the common data environment 

Pass criteria – the apprentice will be able to: Indicative assessment criteria: 

SCI1 Apply BIM and asset information modelling (AIM) requirements 
effectively 

• Explain how to apply building information modelling (BIM) 
requirements effectively 

• Describe how to apply asset information modelling (AIM) 
requirements effectively 
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Core – Behaviours 

Pass criteria – the apprentice: Indicative assessment criteria: 

KB3        Acts professionally, shows commitment to the industry and 
employer, and is an effective ambassador for the employer 

• Presents a professional attitude and commitment to the industry and 
their employer 

• Demonstrates that they are an effective ambassador for their 
employer 

KB4       Works flexibly, embraces change, handles ambiguity and accepts 
new ideas and ways of working 

• Reflect on taking a flexible approach and embracing change 

• Discuss handling ambiguity and accepting new ways of working  

KB5       Is customer-focused and is dedicated to improving the customer 
experience 

• Discuss taking a positive approach to dealing with customers 

• Discuss personal approach to improving the customer experience 

KB6       Effectively lead • Consider their impact on others and how to adopt an appropriate 
style of leadership 

• Reflects on own leadership style and seeks feedback to continually 
develop as a leader 

KB7       Is committed to equality, diversity and inclusion, and act ethically 
with integrity and respect 

• Demonstrates commitment to equality, diversity and inclusion 

• Discuss an ethical approach with integrity and respect towards others 

KB8       Uses effective communication skills to work collaboratively and to 
exchange constructive feedback 

• Discuss effective communication skills when working collaboratively  

• Discuss effective communication skills to exchange constructive 
feedback  
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Command, control and communication 

Pass criteria – the apprentice will know and understand: Indicative assessment criteria: 

KCCC5 Ergonomic and human factors relating to design and operation of 
a CCC system 

• Explain how human factors can affect the operation and potential 
failure of CCC systems  

• Describe the impact of ergonomic design on Train Control Centres 

• Discuss the ergonomic and human factors (EHF) input into trackside 
and train borne equipment design 

KCCC6 Operation and maintenance requirements for CCC systems and 
how to demonstrate that they can be achieved 

• Describe the different types of maintenance regimes as applicable to 
railways 

• Discuss the use of conventional maintenance standards to assess 
maintenance requirements for train protection equipment 

• Describe how the Internet of Things (IoT) can assist in preventative 
maintenance for digital railway systems 

• Describe the operational capacity requirements for CCC systems 

• Discuss the future requirements for railway operations and traffic 
management systems 

KCCC10 The function and operation of the European Rail Traffic 
Management System (ERTMS) including the European Train 
Control System (ETCS) 

• Explain the main components and benefits of the European Railway 
Traffic Management System (ERTMS) for CCC 

• Describe the function of the European Train Control System (ETCS) at 
levels 1, 2 and 3  

• Describe the typical trackside and train borne ETCS equipment 

• Describe how the Global System for Mobile Communications – 
Railway (GSM-R) is utilised within ETCS  

KCCC11 Telecoms systems including the Global System for Mobile 
Communications – Railway (GSM-R) and subsequent evolutions 
to communicate between train and track-side 

• Describe the purpose of railway telecoms systems 

• Explain why the phonetic alphabet is used in communications 

• Review the use of GSM-R in Cab Secure Radio (CSR) 

• Describe the telecoms wireless architecture  

• Describe the risks posed by electro-magnetic field interferences and 
mitigations   
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Pass criteria – the apprentice will competently: Indicative assessment criteria: 

SCCC3 Identify and describe modern systems for CCC as applicable to 
High Speed Rail 

• Describe the difference between modern CCC systems for high-speed 
rail and conventional rail systems 

• Discuss possible future systems in development for high-speed rail 

SCCC4 Identify and manage issues resulting from the interface between 
peripheral systems with modern digital and electronic CCC 
systems 

• Identify the external risks from Electromagnetic Interference (EMI), 
frequency overlap, open access communication systems and 
ETCS/CSR GSM-R issues 

SCCC6 Contribute to the selection, design, installation, maintenance, 
operation and decommissioning of CCC systems including within 
the CSM framework 

• Define the requirements for the Common Safety Method (CSM) and 
the applicable legislation 

• Describe the components of the Common Safety Method for Risk 
Evaluation and Assessment (CSM-RA) and its use in making change 
happen on the railway 

SCCC7 Plan and implement monitoring, maintenance and repair of CCC 
systems 

• Describe the various different methods of maintenance 

• Identify the standards related to the maintenance of CCC equipment 

• Explain the use of the Internet of Things (IoT) in preventative 
maintenance 

SCCC8 Diagnose faults and implement solutions for a modern CCC 
system 

• Identify the relevant procedures for the faulting and testing of a CCC 
system 

• Describe the main methods of conventional fault finding and how this 
is different from a modern CCC system   
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Additional professional discussion grading 

Merit 

To achieve a merit the apprentice must achieve the pass criteria and in addition, demonstrate in a range of contexts: 
 
PDM1 Leadership of people and projects 
PDM2 Improvement of customer experience for both internal and external customers 
PDM3 The ability to adapt to new technologies and ways of working 
PDM4 Demonstrate communication appropriate to a variety of audiences 
 

Distinction  

To achieve a distinction in the professional discussion, apprentices must achieve the merit criteria and in addition, provide examples of the positive 
impact of their: 
 
PDD1 Leadership of people and projects 
PDD2 Customer service by implementing innovative strategies 
PDD3 Use of new technologies and ways of working 
PDD4 Communication techniques in the workplace, including positive impacts on the business 
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