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Area 1 - Health and Safety  
Knowledge Skills 

Assessing & Controlling risks in relation Health & Safety 
Have complete understanding of current health and safety 

regulations, with a view to minimising H&S risks and hazards to 
health and wellbeing, relevant to the Security Context/ Environment 

in which you operate e.g private Security Industry, MOD, Event 
Security, ‘in–house’, Dept for Transport. 

Application of Health & Safety legislation in a security environment 
Application of health and safety policies & practices, ensuring 

compliance with all legislation and regulations whilst minimising 
risks and threats derived from operating in a Security related role. 

Synoptic Assessment Interview  

To pass, the following must be evidenced To gain a distinction, the following must also be evidenced 
HS1 Identify three examples of Health and Safety Regulations and 
explain why these minimise risk and hazards to health and 
wellbeing  
HS2 Identify own responsibilities when complying to Health and 
Safety Regulations in their own area of responsibility  
HS3 Identify the implications of non-compliance to staff, visitors 
and the organisation.  
HS4 Explain a H&S incident that has occurred in the workplace, 
describing the investigation undertaken and the measures 
implemented as a result. (Learners must reference H&S policy and 
Legislation compliance when describing this incident) 

HS5 Explain their organisations process for evaluating H&S 
Compliance referencing the organisational H&S policy, H&S audit 
practices, and action planning process for risk reduction 

Amplification and Guidance 
Health & Safety Regulations – e.g. Health & Safety at Work Act, Management of Health & Safety at Work, Manual Handling, COSHH, 
RIDDOR, The Workplace (Health, Safety & Welfare) Regulations, Duty of Care 
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Area 2 - Customer and Stakeholder Management 
Knowledge Skills 

Recognise the security needs of Customers & Stakeholders, and 
effect appropriate solutions. 

Understand the market in which the role operates and the specific 
needs of each customer/industry stakeholder, thus developing 
strong customer relationships and confidence in the security 

provision. 

Manage Customer/Clients/Stakeholders 
Ability to deliver a specific solution to meet the security needs of 
customer/industry stakeholder. Develop strong relationships and 

demonstrate competence & reliability in relation to security 
solutions and advice. 

Synoptic Assessment Interview  

To pass, the following must be evidenced To gain a distinction, the following must also be evidenced 
CS1 Describe the market in which their role operates  
CS2 Identify their customers and industry stakeholders  
CS3 Identify how knowing these helps build relationships and 
confidence in the service 
CS4 Give one example from their own experience of a specific 
security problem raised by their customer (e.g. unauthorised access, 
down manning) and describe the measures implemented to meet 
the Customer’s needs 

CS5 Identify internal and external sources of information and 
explain how accessing these would add value to the service they are 
responsible for  
CS6 Describe an activity that has been implemented in their own 
area of responsibility that has strengthened their relationship with 
the customer 

Amplification and Guidance 
Market – e.g. Health & Social Care, Retail, Education Sector, Building Management, Event Venues, Aviation, Construction, Personal 
Security, Private Security, Power Supply Companies, Custodial/Detention Providers.  
Customer and industry stakeholders – individuals or groups that have an interest in your organisation and may be affected by your actions 
and policies. 
Internal & External sources of information – e.g. Government National Alerts, Threat Analysis, Risk Assessments, Contingency Planning, 
Network Security, Competitors/Market information, PESTEL framework 
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Area 3 - Security Risk Management 
Knowledge Skills 

Identify and assess possible threats and take relevant action 
Understand the Organisational structure, policies & procedures as 

well as potential threats to the industry, modus operandi of 
individuals and specific organisations, both internally and externally. 

Respond to Threats 
Identify and manage the threat effectively and use appropriate 

resources to reduce risks to the customer/organisation. 

Presentation 

To pass, the following must be evidenced To gain a distinction, the following must also be evidenced 
SR1 Identify the Organisational Structure for their own area of 
responsibility and incorporating their Client/Customer, describing 
limit of authority in each level and escalation processes for one 
example activity (e.g. Health and Safety incident, Additional Security 
Officer requirement etc)  
SR2 Describe the Security Risk Assessment that was conducted, and 
the threats identified to people, property and premises and to the 
business continuity for Client/Customer  
SR3 Identify two recommendations resulting from the Security Risk 
Assessment and the impact these could have to the Security 
Provision, the Client and one other service provider in the 
organisation 
SR4 Explain how these recommendations would be/have been 
communicated to the relevant levels in the Organisational Structure 

SR5 Describe the use of appropriate organisational process (e.g. 
Threat x vulnerability=risk, SWOT or PESTEL) when conducting their 
Security Risk Assessment 
SR6 Identify sources of information outside of own organisation or 
area of responsibility that support a Security Risk Assessment (e.g. 
Estate Security, Neighbouring Building Security Service, ACT 
Awareness, Local Police etc) 

Amplification and Guidance 

Security Risk Assessment – will consist of Identification, Assessment, Mitigation, Prevention and Risk Assessment Matrix. During the risk 
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assessment consider all relevant factors related to the site including, but not limited to: Local context, Organisational factors, Seasonal 
factors, Physical and electronic security mechanisms, Data information gathered.  
The identification of risks/hazards/threats, the calculation of risk/hazard/threat, the reduction of that risk/hazard/threat, either 
completely or to an acceptable level. 
SWOT - Strengths, Weaknesses, Opportunities and Threats.  
PESTEL - Political, Economic, Social, Technological, Environmental and Legal factors. 
 

Area 4 - Staff Management and Development 
Knowledge Skills 

Manage Staff performance, development and welfare 
Awareness of the role requirements and individual knowledge & 
skills and security specific accreditation/certification of personnel 

needed to carry out their role within the Security Environment. 
Understanding of Employment law, human rights, policies and 
procedures governing people management, and knowledge of 

leadership & motivational theories and principles. 

Ensure Staff are competent to operate within the security industry 
The ability to interact with and manage people professionally and 

with integrity, whilst remaining compliant with all National and 
International Security regulations and guidelines, employment law 

and human rights acts. Providing coaching and guidance to instil 
confidence and competence within the workforce. 

Synoptic Assessment Interview 

To pass, the following must be evidenced To gain a distinction, the following must also be evidenced 
SM1 Describe the structure of their own Department. Must be able 
to identify job roles, required knowledge, skills and essential and 
desirable qualifications for each 
SM2 Identify three forms of legislation in relation to people 
management and the relevant organisational policy to support this.  
SM3 Describe the techniques they use to motivate staff in their 
area of responsibility  
SM4 Describe the communication techniques they use with their 
teams and Customers and why these are effective 
SM5 Describe own organisations development policy and describe 

SM6 Describe the benefits that a motivated workforce brings to the 
Team, the Customer and the Organisation  
SM7 Explain how Equality, Diversity and Inclusion is communicated 
and represented within the Teams that they manage and what 
impact this has on Team performance, and the organisation as a 
whole 
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the coaching and guidance you have provided to the workforce to 
comply with this 

Amplification and Guidance 
Legislation – e.g. Employment Law, Discrimination, Disciplinary Procedures, Equality Act 2010, Training and Union Rights. 
Techniques – Intrinsic Motivation (Undertaking an activity because it’s internally rewarding. You may do it because it’s fun, enjoyable, and 
satisfying), e.g. Inspired by added responsibilities, being recognised as a valuable company resource, opportunities for advancement, 
providing mentoring & training, providing positive feedback, participation in decision making, achieving a sense of accomplishment. 
Extrinsic Motivation (Undertaking an activity in order to get an external reward in return), e.g. Providing financial rewards, offering a 
reward for completion of an activity, completing an activity to avoid negative consequences, providing praise and peer recognition. 
 

Area 5 - Contract Performance and Management 
Knowledge Skills 

Review security service provision against agreed KPI’s, action within 
relevant regulations & guidelines 

Knowledge of relevant regulations governing security on a local and 
national scale. Understand areas of development that need to be 
addressed, of a security nature, in relation to specific customer 

needs. 

Undertake Review 
The ability to review and effect change in relation to analysis of 

information/intelligence, feedback received, of a security nature. 

Synoptic Assessment Interview 

To pass, the following must be evidenced To gain a distinction, the following must also be evidenced 
CP1 Identify three different contract models that can be used in the 
Security Industry and briefly describe each 
CP2 Explain how the Security Service Provision is performance 
managed in their own organisation (e.g. SLA/KPI)  
CP3 Identify the regulations that govern security provision on a 
national scale, identifying at least two of the licenses required and 

CP7 Explain the potential impact of failing to meet a KPI to staff, the 
Customer and the Organisation 
CP8 Give examples of penalties that can occur if performance is not 
managed 
CP9 Describe when they have provided added value to their 
customer and how this can impact perception of the overall contract 
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the impact if their own team is non-compliant  
CP4 Describe two KPI criteria for their own area of responsibility 
and how they relate to the service that they deliver 
CP5 Identify the management information that can be used to 
evidence KPI performance 
CP6 Describe an example of how the security provision could fail to 
meet the minimum requirements of a KPI and provide example of 
measure that could be implemented to resolve 

performance 

Amplification and Guidance 
Contract models – e.g. Performance, Agreement for Services Schedules, Service Level Agreement, Contract Governance 
Regulations – e.g. Private Security Industry Act 2001, GDPR 
 

Area 6 - Improvement Planning and Implementation 
Knowledge Skills 

Manage outcome of service review and take action  
Understand concerns surrounding issues, threats and risk and be 

aware of available options. 

Manage Outcomes Problem Solving  
Formulate and implement improvements to security, in order to 

reduce issues, address threats and minimise risk. 

Presentation 

To pass, the following must be evidenced To gain a distinction, the following must also be evidenced 
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IP1 Identify the customer concerns surrounding issues, threats and 
risk and how addressing these concerns will improve the Security 
Service delivery 
IP2 Present an action plan based on the two recommendations from 
the Security Risk Assessment (for Area 3 – Security Risk 
Management) and describe how these will be implemented (Who 
would be consulted, what training is required, what policies and 
processes would need to be updated as a minimum) 

IP3 Describe the action planning process used including identifying 
when evaluation would take place and why this is important  
IP4 Identify when a recommendation cannot be actioned (e.g. cost, 
risk vs return, outside limit of authority) 

Amplification and Guidance 
Security Risk Assessment – will consist of Identification, Assessment, Mitigation, Prevention and Risk Assessment Matrix. During the risk 
assessment consider all relevant factors related to the site including, but not limited to: Local context, Organisational factors, Seasonal 
factors, Physical and electronic security mechanisms, Data information gathered.  
The identification of risks/hazards/threats, the calculation of risk/hazard/threat, the reduction of that risk/hazard/threat, either 
completely or to an acceptable level. 
SWOT - Strengths, Weaknesses, Opportunities and Threats.  
PESTEL - Political, Economic, Social, Technological, Environmental and Legal factors. 
 

Area 7 - Compliance Management 
Knowledge Skills 

Ensure compliance with regulations & provide advice/ solutions to 
potential security risks.  

Understanding the regulations governing Security on a local, 
National and, where appropriate, international scale. Know how to 

identify and assess strengths, weaknesses, opportunities, risks, 
vulnerabilities and complex threats to security operations. 

Ensure Compliance  
Compliance with all organisational security operations, policies, and 
procedures, utilising identified best practices and risk management 

principles. Take action to address non-compliance. 

Presentation 

To pass, the following must be evidenced To gain a distinction, the following must also be evidenced 
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CM1 Describe the Business Continuity Plan responsibilities for the 
Security Service Provision in your area of responsibility  
CM2 Give two examples of what would be classed as non-
compliance of regulations governing Security on a Local or National 
scale. (e.g. Licensing, Data Protection Act, Health and Safety 
Legislation, Employment Law, Equality Act) and then describe how a 
SWOT analysis can prevent these occurring for each example in 
their own area of responsibility 
CM3 Explain their own management processes that ensure the 
security service is compliant with Organisational policies and 
procedures. Give an example of when there has been non-
compliance to organisation processes or policy and describe the 
steps taken to resolve 

CM4 Provide detail of the organisations Business Continuity Plan 
and then describe Security Service and one other Services 
responsibilities under this plan 
CM5 Identify what Organisational best practices are in place that 
sets them apart from competitors, and describe how this is 
embedded in the security service they provide 

Amplification and Guidance 
Business Continuity Plan – The plan creates systems of prevention and recovery to deal with potential threats to a company/organisation.  
The plan ensures that personnel and assets are protected and are able to function quickly in the event of a disaster/threat. In addition to 
prevention, the goal is to enable ongoing operations before and during the execution of disaster recovery. 
 

Area 8 - Communication 
Knowledge Skills 

Ensure security of Communication 
Be conscious of the need for the appropriate use of written/verbal 

communication in all areas of security, including effective use of 
radios. Control access to customer & client information, security 

details, alarm codes, keys etc. 

Manage Communication 
The ability to communicate effectively on all levels, in various 

formats, both internally and externally, particularly during crisis 
management, incident reporting, liaising with other providers, such 

as Emergency Services. 

Synoptic Assessment Interview  
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To pass, the following must be evidenced To gain a distinction, the following must also be evidenced 
C1 Differentiate between communication methods available, 
explaining how they would use them and how they could be 
adapted to suit different levels of audience. (e.g. Verbal – 
telephone/radio, Non-verbal – body language, and Written – Email, 
Reports, Letters)  
C2 Identify which communication method is most likely to be used 
internally and which used externally and explain why 
C3 Identify how the Data Protection Act impacts their own role/area 
of responsibility 
C4 Describe a Security Incident that they have been part of and can 
describe the forms of communication used throughout 
 

C5 Explain the impact of failing to record events accurately 
throughout an emergency 
C6 Explain why accurate communication is required post-emergency 
situation – what will this information be used for?  
C7 Describe the impact of ineffective communication to staff, the 
customer and the organisation 

Observation   

To pass, the following must be evidenced To gain a distinction, the following must also be evidenced 
C8 Demonstrates use of appropriate methods of verbal and non-
verbal communication relevant to the situation in order to ensure 
that risk does not escalate, and all parties are aware of their 
responsibilities and updated continually. 

There is no distinction criteria for this assessment method.  

Amplification and Guidance 
Security Incident – e.g. breaches of site security, suspicious people, packages and vehicles, crimes being/have been committed, actual or 
potential safety hazards. 
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Area 9 - Corporate Social Responsibility 
Knowledge Skills 

Manage Community Social Responsibility  
Know the impact and effects that your industry has on the 
environment and your responsibility to that community. 

Understand the importance of linking in with intelligence sources 
and crime/threat reduction initiatives. 

Encourage Community Social Responsibility  
Identify and implement effective measures to reduce/minimise risk 

and promote community social responsibility. 

Synoptic Assessment Interview  

To pass, the following must be evidenced To gain a distinction, the following must also be evidenced 
CR1 Describe what is meant by Corporate Social Responsibility and 
give one example of good practice and one example of bad practice 
CR2 Identify one crime/threat reduction initiative that they have 
linked in with (e.g. ACT Awareness, Business Watch etc) and 
describe how they implemented this to support the security 
provision in your area of responsibility to protect property, people 
or premises 
CR3 Describe what is meant by sustainability and provide two 
examples of how you have supported your organisations approach 
to reducing its carbon footprint 

CR4 Give one example of a practice implemented within their own 
area of responsibility that supports their organisations Corporate 
Social Responsibility and can explain how this was implemented 
(e.g. training, communication etc.) and what benefits this brings to 
the staff, the customer and the organisation 

Amplification and Guidance 
Corporate Social Responsibility - How does the organisation/company manage the business processes to produce an overall positive 
impact on society? It covers sustainability, social impact, ethics and values. 
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Area 10 - Operational Management 
Knowledge Skills 

Control security of Office/Site Venue  
Understand the customer’s area of responsibility in order to provide 

the correct level of protection of all buildings and assets. 

Manage Office/Site/Venue  
Ability to dispatch/provide a sufficient level of security in order to 
protect the customer’s assets in all circumstances including lone 

working, under duress and in hostile environments. 

Presentation 

To pass, the following must be evidenced To gain a distinction, the following must also be evidenced 
OM1 Identify the Client/Customer Specific requirements for the 
Security Service, describe the reasons for these requirements in 
relation to the Client/Customers organisational vision, mission and 
objectives 
OM2 Describe the Client/Customer assets that the Security service 
is employed to protect and describe the measures implemented 
that meet this requirement 
OM3 Describe the processes implemented to protect staff in your 
own area of responsibility for Lone Working, Under Duress and 
Hostile Environments 

OM4 Provide examples of other organisational security 
requirements and how this differs from their own security service 
requirements 
OM5 Differentiate between managing customers’ needs vs 
expectations (e.g implications of training, equipment, cost, time, 
environment etc) 

Amplification and Guidance 
Assets - An asset is a valuable resource that an individual/company/organisation owns or controls. Such as land, information, personnel, 
machinery, buildings, equipment, cash, vehicles. 
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Area 11 - Security First Line Manager Responsibilities 
Knowledge Skills 

Manage Expectations  
Understand the ‘bigger picture’. Be aware of how your role impacts 

on others and the Security Environment. 

Manage Expectations  
Deliver solutions to meet specific security expectations, to ensure 

successful completion of responsibilities. 

Synoptic Assessment Interview  

To pass, the following must be evidenced To gain a distinction, the following must also be evidenced 
SF1 Explain own job role and the diversity of requirements 
(Minimum criteria: People Management, Client Management, 
Compliance Management, Incident Management, Communication, 
Record Keeping)  
SF2 Give an example of when you have reviewed the service 
performance and explain how that performance impacts others and 
the security environment 
SF3 Give an example of when they have reviewed service 
performance and how they have identified and communicated 
success 

SF4 Identify when they have provided “added value” to their 
customer and what benefits this can bring to staff, the customer and 
the organisation  
SF5 Give two examples of sources of feedback that can help them 
develop the service they provide. (E.g. Customer Survey, Appraisals, 
Team Briefings)  
SF6 Explain how their actions or inaction can impact on the industry 
as a whole 

Amplification and Guidance 
Service performance – Is a system to assess your performance in business areas which significantly affect your customers’ satisfaction 
levels. Key performance indicators (KPI) will reflect how well you're responding to your customers' expectations. 
Some examples of KPIs include: average time taken to complete task, percentage of tasks completed on time, percentage of overdue 
tasks, cost of service delivery, cost of managing processes, number of complaints received, volume of tasks per staff, customer ratings of 
service, operating margin, revenue per employee, employee and customer satisfaction.   
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Area 12 - Security Resource Management 
Knowledge Skills 

Effective deployment of resources  
Awareness of all personnel and equipment in your area of 

responsibility e.g Screening equipment, radios, CCTV equipment, 
barriers etc. 

Manage Resources Planning & Organising.  
Utilise resources effectively, without injury or loss, in order to 

ensure full delivery of Security Service standards. 

Synoptic Assessment Interview 

To pass, the following must be evidenced To gain a distinction, the following must also be evidenced 
RM1 Summarise the “resources” that they have, to deliver the 
security service provision in their own area of responsibility. 
(People, CCTV, Electronic Barriers, Turnstiles, Gates etc)  
RM2 Give an example of where they have had to react to an event 
or an emergency that has resulted in mobilisation of staff and/or 
impacted the day to day use of equipment and resources. (e.g. 
Power Cut, Unauthorised access incident, additional staff required 
for an event, Staff absence with no relief officer) 

RM3 Include legislation compliance when summarising resources 
(e.g. People – Equality Act 2010, CCTV – Data Protection Act, 
Electronic Barriers – Health and Safety (Access and Inclusion))  
RM4 Identify the maintenance requirements for equipment and 
resources that are used in the day- to-day security service delivery 

 

Core Behavioural Competencies 
Behaviour 

Security Conscious  
To work in a manner that promotes the security of people, property and premises 

Observation 
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To pass, the following must be evidenced 
B1 Demonstrating the consideration of security requirements in their own area of responsibility (e.g. access control, threat awareness and 
relevant action, incident response and reporting, team mobilisation) 

Behaviour 
Professional  

To demonstrate conduct that is in line with organisational Standards 
 

Synoptic Assessment Interview/ Observation  

To pass, the following must be evidenced 
B2 Demonstrating conduct that is in line with organisational standards (e.g. Organisation House style (Language, presentation and policy 
requirements)   

Behaviour 
Courteous & Respectful  

To be polite, respectful and considerate when communicating with others 

Observation 

To pass, the following must be evidenced 
B3 Communicating effectively, politely and with respect. (e.g. Identified in Appraisal or other feedback methods) 

Behaviour 



 

FLM 1.0                                                                            17  
  

Calm  
To enhance Security service performance through conflict management techniques 

Observation  

To pass, the following must be evidenced 
B4 Demonstrating self-control when applying conflict management techniques (e.g. dealing with incidents, managing staff, receiving 
complaints from visitors) 

Behaviour 
Customer Focused  

Exceed customer expectations and add value where possible 

Synoptic Assessment Interview/ Observation  

To pass, the following must be evidenced 
B5 Providing a service over and above contractual requirements (e.g KPI performance, Appraisal or other feedback received) 

Behaviour 
Confidential  

To promote confidence by complying with organisational policy and legislation 

Synoptic Assessment Interview/ Observation 
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To pass, the following must be evidenced 
B6 Demonstrating adherence to Organisational Policy and Legislation such as the Data Protection Act. (E.g. Assignment Instructions, 
Feedback, Appraisals) 

Behaviour 
Integrity  

Work for the greater good and not sacrifice high standards for immediate gain or personal benefit 

Observation   

To pass, the following must be evidenced 
B7 Applying organisational policy and process in a fair and ethical way (e.g. Applying access control restrictions to all personnel 
irrespective of status or seniority) 

Amplification and Guidance 
Conflict management techniques – The practice of recognising and dealing with conflict in a balanced, rational and effective manner e.g. 
Being approachable and fair, using communication effectively to avoid conflict, identifying triggers and inhibitors, managing service users 
expectations, understanding emotional/threat indicators, conducting dynamic risk assessments, managing the use of space in conflict 
situations effectively, applying positive de-escalation techniques, and identifying barriers to communication. 
 


