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Highfield Level 3 End-Point 
Assessment for Security First 

Line Manager 
 

 EPA-Kit  

 

Introduction 
 

• How to use this EPA kit 
• Security First Line Manager standard overview 
• On-programme requirements  
• Additional, relevant on-programme qualifications 
• Readiness for end-point assessment 
• Order of end-point assessment 
• Resit & retake information  
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How to Use This EPA Kit 
 

Welcome to the Highfield End-Point Assessment Kit for the Security First Line Manager 
Apprenticeship Standard. 
 
Highfield is an independent end-point assessment organisation that has been approved to 
offer and carry out the independent end-point assessments for the Level 3 Security First Line 
Manager Standard. Highfield internally quality assures all end-point assessments in 
accordance with its IQA process. Additionally, all end-point assessments are externally quality 
assured by the relevant EQA organisation. 
 
This kit is designed to outline all you need to know about the end-point assessments for this 
standard and will also provide an overview of the on-programme delivery requirements. In 
addition, advice and guidance for trainers on how to prepare apprentices for the end-point 
assessment is included. The approaches suggested are not the only way in which an 
apprentice may be prepared for their assessments, but trainers may find them helpful as a 
starting point. 
 
 
Key facts 
 
Apprenticeship standard:  Security First Line Manager 
Level:  3 
On Programme Duration: Lasts up to 18 months 
Grading: Pass/distinction  
End-Point Assessment Duration: Expected to be carried out within first 3 months following 

gateway and completed within 1 month of first 
assessment method starting 

End-Point Assessment methods:  Observation, Presentation, Synoptic Assessment 
Interview 

 
In this kit, you will find: 
 

• a section focused on delivery, where the standard and assessment criteria are 
presented in a suggested format that is suitable for delivery 

• guidance on how to prepare the apprentice for gateway 
• detailed information on which part of the standard is assessed by which assessment 

method 
• a section focused on the end-point assessment method where the assessment criteria 

are presented in a format suitable for carrying out ‘mock’ assessments 
• suggestions on how to prepare the apprentice for each part of the end-point 

assessment 
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Introduction 
Standard overview  
 

Security First Line Managers will be competent in supervising people and activities in line with 
regulatory requirements; undertaking security risk assessments; providing security advice to 
others; understanding threat, vulnerability and risk; security methods, operations and 
activities; incident management and planning; stakeholder management; business 
communications and data security management within role(s) such as Ministry of Defence, 
Transport & Border Security and Private Security Industry. Understanding the threat, 
vulnerability & risk on a local, national and international security basis, and how to respond 
accordingly. 

On-programme requirements  
 

Although learning, development and on-programme assessment is flexible and the process is 
not prescribed, the following is required to achieve full competence in line with the Security 
First Line Manager standard:  

• A portfolio of evidence will be created against the learning outcomes outlined in the 
‘Delivering the standards’ section of this EPA kit. This will cover Standard Areas 1, 2, 4, 
5, 8, 9, 11, 12 and Core Behavioural Competencies. The portfolio of evidence will 
typically contain examples of the following in an online format containing written, 
audio or video evidence of:  
- Written statements  
- Reports  
- Assessments and findings  
- Presentations  
- Performance reviews between line manager and apprentice  
- Observations recorded by the training provider  
- Continuing professional discussions between the apprentice and the training 

provider relating to assignments recorded by the training provider  
- Feedback from the line manager, peers, customers and other stakeholders.  
- Work artefacts and products of performance related to the standard 
The portfolio of evidence will be submitted to Highfield Assessment as part of the 
Gateway process. This Portfolio of Evidence will be reviewed, and the content will 
form the basis of the Synoptic Assessment Interview 

• A synoptic work-based project will be conducted over the period of the apprenticeship 
and is designed to meet the learning outcomes identified in ‘Delivering the standards’ 
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section of this EPA kit. It will cover Standard Areas 3, 6, 7 and 10. It is expected that 
the work based project will include evidence of the following activities: 
- Area 3 Risk Management - Conducting a security and threat assessment against the 

security provision provided to protect property, people and premises, identifying 
risks and areas that require improvement  

- Area 6 Improvement Planning and Performance - Developing an improvement plan 
based on the security and threat assessment conducted, clearly outlining 
recommendations and the stakeholders that this would be presented to.  

- Area 7 Compliance Management - Researching the regulations that govern Security 
on a National Scale and identify how they impact the security provision in own area 
of responsibility. To review the business continuity plans for own area of 
responsibility, identifying how the security provision supports this, making 
recommendations for improvement if non-compliance or risk is found.  

- Area 10 Operational Management - Researching organisation vision, mission and 
objectives and identify how the security provision supports this. Conduct a security 
provision benchmarking exercise and applying policies and processes that are in 
place, identify areas for improvement in order to meet stakeholder expectations 

Evidence of activities and learning undertaken will be included in the work based 
project. These will include:-  
- Risk assessments  
- Improvement plans  
- Implementation plans  
- Recommendations, assessment and findings  
- Witness testimonies  
This will enable the apprentice to prepare for the end-point assessment where they 
will demonstrate how they have applied their knowledge and skills during the activities 
involved in the work-based project. The apprentice will then present their findings 
during the Apprentice Presentation. 

• Learners should achieve English and mathematics or equivalent at Level 2 before 
gateway. If these requirements haven’t been met before gateway, they must be 
achieved by the apprentice before the end point assessments take place. 
 

Readiness for end-point assessment  
 
In order for an apprentice to be ready for the end-point assessments:   

• the English and maths components of the apprenticeship must be successfully 
completed by the apprentice  

• the employer must be confident that the apprentice has developed all the knowledge, 
skills and behaviours defined in the apprenticeship standard. To ensure this, the 
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apprentice must attend a formal meeting with their employer to complete the 
gateway readiness report 

• the apprentice will be required to bring to the gateway meeting their portfolio of 
evidence and their work-based project. 

• the apprentice and the employer should then engage with Highfield to agree a plan 
and schedule for each assessment activity to ensure all components can be completed 
within the first 3 months following the gateway decision, and completed within 1 
month of the first method starting. Further information about the gateway process is 
covered later in this kit. 

Order of end-point assessments  
 

There are 3 assessment activities for the security first line manager end-point assessment. The 
observation, presentation and synoptic assessment interview may be undertaken in any 
order.  

Retake and resit information 
 

Apprentices who fail one or more assessment method will be offered the opportunity to take 
a re-sit or a re-take. A re-sit does not require further learning, whereas a retake does. 
   
Apprentices should have a supportive action plan to prepare for the re-sit or a retake. The 
apprentice’s employer will need to agree that a re-sit or re-take is an appropriate course of 
action.    
  
Any assessment method re-sit or re-take must be taken during the maximum EPA period, 
otherwise the entire EPA must be retaken, unless in the opinion of the EPAO exceptional 
circumstances apply outside the control of the apprentice or their employer.   
  
Re-sits and re-takes are not offered to apprentices wishing to move from pass to distinction. 
Where any assessment method has to be re-sat or re-taken, the apprentice will be awarded a 
maximum EPA grade of Pass, unless the EPAO determines there are exceptional circumstances 
requiring a re-sit or re-take. 
 
An apprentice who fails an assessment method will be required to re-sit/re-take any failed 
assessment methods only. 


